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Chapter 2 - Managing OUs and Active Directory Accounts

1. NTDS Quotas store NT Directory Service quota information that limits the number of Active Directory
objects a user, group, computer, or service can create.

a. True

b. False
ANSWER: True
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Active Directory Object Permissions
QUESTION TYPE: True/ False

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

2. Built-in user accounts include only the Administrator account created during Windows installation.

a. True

b. False
ANSWER: False
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Managing User Accounts
QUESTION TYPE: True/ False

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

3. User accounts created in Active Directory are referred to as domain user accounts.

a. True

b. False
ANSWER: True
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Managing User Accounts
QUESTION TYPE: True/ False

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

4. ADUC and ADAC are command line tools that can create user accounts.

a. True

b. False
ANSWER: False
POINTS: 1
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DIFFICULTY: Easy

REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: True/ False

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

5. User account properties are not static and can require modification.

a. True

b. False
ANSWER: True
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Understanding Account Properties
QUESTION TYPE: True/ False

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

6. For security reasons, it’s best to delete an account that will be inactive for an extended period.

a. True

b. False
ANSWER: False
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: True/ False

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

7. A contact is an Active Directory object that usually represents a person for informational and security

purposes.

a. True

b. False
ANSWER: False
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Using Contacts and Distribution Groups
QUESTION TYPE: True/ False

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM
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DATE MODIFIED:

9/6/2017 2:18 PM

8. The PowerShell cmdlet New-ADUser gets information about user accounts.

a. True

b. False
ANSWER:
POINTS:
DIFFICULTY:
REFERENCES:
QUESTION TYPE:
HAS VARIABLES:
DATE CREATED:
DATE MODIFIED:

False

1

Easy

Managing Accounts with PowerShell
True / False

False

9/6/2017 2:18 PM

9/6/2017 2:18 PM

9. A batch file is a text file that is used to enter a command or series of commands normally typed at the

command prompt.

a. True

b. False
ANSWER:
POINTS:
DIFFICULTY:
REFERENCES:
QUESTION TYPE:
HAS VARIABLES:
DATE CREATED:
DATE MODIFIED:

True

1

Easy

Automating Account Management
True / False

False

9/6/2017 2:18 PM

9/6/2017 2:18 PM

10. Dsquery can be used for displaying a list of objects based on particular criteria or piping data to commands
such as dsmod for further processing.

a. True

b. False
ANSWER:
POINTS:
DIFFICULTY:
REFERENCES:
QUESTION TYPE:
HAS VARIABLES:
DATE CREATED:
DATE MODIFIED:

True

1

Easy

Command-Line Tools for Managing Active Directory Objects
True / False

False

9/6/2017 2:18 PM

9/6/2017 2:18 PM

11. Which of the following statements is not true regarding the built-in Administrator account?
a. The local Administrator has full access to a local computer; a domain Administrator has full access

Copyright Cengage Learning. Powered by Cognero. Page 3


https://testbanks.ac/product/9781337400893-TEST-BANK-5/

[CLI CK HERE TO ACCESS THE COVPLETE Test BanK

Name: Class: Date:

Chapter 2 - Managing OUs and Active Directory Accounts

to a domain

b. The domain Administrator account in the forest root domain has full access to all aspects of the
forest.

¢. The Administrator account can be deleted
d. The Administrator account can be disabled.

ANSWER: c
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Managing User Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

12. Select the special character below that cannot be used within an account username.
a.!
b. #
C..
d.?
ANSWER: d
POINTS: 1
DIFFICULTY: Moderate
REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: Multiple Choice
HAS VARIABLES: False
DATE CREATED: 9/6/2017 2:18 PM
DATE MODIFIED: 9/6/2017 2:18 PM

13. By default, Windows password policy requires a minimum password of what length?
a. 4 characters

b. 6 characters
c. 7 characters
d. 9 characters

ANSWER: c
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM
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14. How can an administrator enable or disable accounts using the command line?
a. Use the Enable-ADAccount cmdlet

b. Use the Disable-ADAccount cmdlet
¢. Use the dsmod user command
d. Use the chmod user command

ANSWER: c
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

15. Which statement is true regarding the use of the Logon Hours option under a user's account?
a. The Logon Hours forces a user to log off during "Logon denied" periods
b. Logon Hours can't be changed during weekends
c. The Logon Hours can't be used to disconnect a user that is already logged in
d. Logon hours can be set for specific days of the month, as well as holidays

ANSWER: c
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Understanding Account Properties
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

16. A user's profile is stored in what directory on a local computer by default?
a. C:\Documents and Settings

b. C:\System32\Users
c. C:\System32\Profiles
d. C:\Users\logonname

ANSWER: d
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Understanding Account Properties
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM
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17. Which special identity group specifically includes any user account (except the Guest) logged into a
computer or domain with a valid username and password?

a. Anonymous Logon
b. Authenticated Users

c. Everyone

d. System
ANSWER: b
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Default Groups in a Windows Domain
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

18. The default location for computer accounts that are created automatically after joining the domain can be
changed using which command?

a. netdom computer account location
b. redircmp.exe
c. Add-Computer -OU

d. djoin OU
ANSWER: b
POINTS: 1
DIFFICULTY: Difficult

REFERENCES: Creating Computer Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

19. How can the output of a command be redirected to a file instead of being displayed on the computer's
screen?

a. Type the > character followed by the file name
b. Use the -out option

c. Place the output file in { } brackets.

d. Add "echo file" at the end of the command.

ANSWER: a
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Command-Line Tools for Managing Active Directory Objects
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False
Copyright Cengage Learning. Powered by Cognero. Page 6
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DATE CREATED: 9/6/2017 2:18 PM
DATE MODIFIED: 9/6/2017 2:18 PM

20. Select the true statement regarding the conversion of group scope:
a. Universal groups that are members of other universal groups can be converted to domain local
groups
b. Universal groups can be members of global groups

c. Domain local groups can be converted to universal, the domain local group must not contain other
domain local groups

d. Global groups can't be converted to universal groups

ANSWER: C
POINTS: 1
DIFFICULTY: Difficult

REFERENCES: Converting Group Scope
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

21. Which of the following statements is true regarding the built-in Guest account?
a. After Windows installation, the Guest account is enabled by default

b. The Guest account requires a password
c. The Guest account should be renamed if it will be used
d. The Guest account is not included in the Everyone group

ANSWER: c
POINTS: 1
DIFFICULTY: Easy

QUESTION TYPE: Multiple Choice
HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM
DATE MODIFIED: 9/6/2017 2:18 PM

22. What is a downlevel user logon name used for?
a. Logging into older Windows OSs or using older Windows applications

b. Assigning access to lower security shared folders
c. Logging into servers further down in the domain structure
d. Logging into servers that are marked as "Down" in Server Manager

ANSWER: a
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Creating and Modifying User Accounts

QUESTION TYPE: Multiple Choice
Copyright Cengage Learning. Powered by Cognero.
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HAS VARIABLES: False
DATE CREATED: 9/6/2017 2:18 PM
DATE MODIFIED: 9/6/2017 2:18 PM

23. When creating a new user, the "User cannot change password" option can't be used in conjunction with what
other option?
a. Password never expires

b. Account is disabled
c. User logon name (Pre-Windows 2000)
d. User must change password at next logon

ANSWER: d
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

24. After a template account has been created, what can be done to ensure that the template account does not
pose a security risk?
a. The account should be placed in an isolated OU

b. A specialized GPO should be applied to the OU the template account is located in, to limit risk
c. The account should be disabled
d. The account should be removed from the "Domain Users" group

ANSWER: c
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

25. What is the most typically used group type conversion?
a. Distribution group -> security group
b. Security group -> distribution group
c. Universal group -> domain local group
d. Domain local group -> global group

ANSWER: a
POINTS: 1
DIFFICULTY: Difficult
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REFERENCES: Group Types
QUESTION TYPE: Multiple Choice
HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM
DATE MODIFIED: 9/6/2017 2:18 PM

26. Select the built-in group that facilitates anonymous access to web resources by Internet Information Services
a. IIS_ANON

b. Users

c. IS _IUSRS

d. Anonymous logon
ANSWER: c
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Default Groups in a Windows Domain
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

27. What special identity group is typically used when a user accesses an FTP server that doesn't require user
account logon?

a. lIS_IUSR

b. Anonymous logon

c. Everyone

d. Domain Users
ANSWER: b
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Default Groups in a Windows Domain
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

28. How often is the password for a computer account changed by Active Directory?
a. 10 days

b. 15 days

c. 30 days

d. 60 days
ANSWER: c
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POINTS: 1

DIFFICULTY: Easy

REFERENCES: Working with Computer Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

29. An authenticated user can add up to how many computer accounts to the domain, by default?
a. 1

b.5

c. 10

d. 15
ANSWER: c
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Creating Computer Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

30. Select the term used to describe the process, within the context of Active Directory, that allows a person
with higher security privileges to assign authority to a person of lesser security privileges to perform certain
tasks.

a. delegation of control
b. authority delegation
c. policy control

d. OU control
ANSWER: a
POINTS: 1
DIFFICULTY: Easy

REFERENCES: OU Delegation of Control
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

31. Which of the following is not a security principal that can be assigned permissions?
a. computers
b. groups
C. users
Copyright Cengage Learning. Powered by Cognero. Page 10
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d.ouU
ANSWER: b
POINTS: 1
DIFFICULTY: Easy

REFERENCES: OU Delegation of Control
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

32. What type of task can be defined to allow you fine-grained control over the management tasks a user can
perform in an OU?
a. automatic
b. template
c. custom
d. manual
ANSWER: c
POINTS: 1
DIFFICULTY: Moderate
REFERENCES: OU Delegation of Control
QUESTION TYPE: Multiple Choice
HAS VARIABLES: False
DATE CREATED: 9/6/2017 2:18 PM
DATE MODIFIED: 9/6/2017 2:18 PM

33. An Active Directory object’s security settings are composed of three components, what term is used to refer
to these three components?

a. DACL
b. security descriptor
C. system access

d. SACL
ANSWER: b
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Active Directory Object Permissions
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

34. What are the two main functions of user accounts in Active Directory? (Choose all that apply.)
a. Allow users to access resources
Copyright Cengage Learning. Powered by Cognero. Page 11
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b. A method for user authentication to the network
c. Provide detailed information about a user
d. Provide auditing details

ANSWER: b, c
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Managing User Accounts
QUESTION TYPE: Multiple Response

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

35. What specific database stores local user accounts on local computers, and allows users to sign in to and
access resources only on the computer where the account resides?
a. Local User Manager

b. User Login Account
c. Local Administrator Account
d. Security Accounts Manager

ANSWER: d
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Managing User Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

36. Which of the following is a user account that is copied to create users with common attributes?
a. attribute template

b. user template
C. user snapshot
d. cloned user

ANSWER: b
POINTS: 1
DIFFICULTY: Easy

REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

37. What process makes one group a member of another group?
Copyright Cengage Learning. Powered by Cognero.
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a. nesting

b. cloning

c. copying

d. grouping
ANSWER: a
POINTS: 1
DIFFICULTY: Easy
REFERENCES: Nesting Groups
QUESTION TYPE: Multiple Choice
HAS VARIABLES: False
DATE CREATED: 9/6/2017 2:18 PM
DATE MODIFIED: 9/6/2017 2:18 PM

38. When you first create a group, what is the default setting that is applied?
a. security group with global scope

b. security group with universal scope
c. distribution group with universal scope
d. distribution group with global scope

ANSWER: a
POINTS: 1
DIFFICULTY: Difficult

REFERENCES: Converting Group Scope
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

39. What command will allow you to find and display objects in Active Directory that meet specified criteria?
a. dsget

b. dsquery

c. dsmod

d. dsrm
ANSWER: b
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Command-Line Tools for Managing Active Directory Objects
QUESTION TYPE: Multiple Choice

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM
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40. What specific commands can import or export Active Directory data in bulk? (Choose all that apply.)
a. csvde

b. adcsv

c. ldad

d. Idifde
ANSWER: a, d
POINTS: 1
DIFFICULTY: Moderate

REFERENCES: Bulk Import and Export with csvde and Idifde
QUESTION TYPE: Multiple Response

HAS VARIABLES: False

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

41. What is the potential security risk of utilizing a naming standard for user accounts?

ANSWER: An attacker could potentially guess valid user account names using the standard.
POINTS: 1

DIFFICULTY: Easy

REFERENCES: Creating and Modifying User Accounts

QUESTION TYPE: Subjective Short Answer

HAS VARIABLES: False

STUDENT ENTRY MODE: Basic

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

42. When a user leaves a company, why is it preferable to disable the user rather than delete the user?
ANSWER: Disabling a user account keeps the user's files accessible and maintains group memberships.
If the user's position is replaced, the username can be renamed for use by the new user.

POINTS: 1

DIFFICULTY: Moderate

REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: Subjective Short Answer

HAS VARIABLES: False

STUDENT ENTRY MODE: Basic

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

43. How can an administrator make a user template account easily recognizable?

ANSWER: A special character, such as an underscore, can be added to the beginning of a template
account's name.

POINTS: 1

DIFFICULTY: Easy
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REFERENCES: Creating and Modifying User Accounts
QUESTION TYPE: Subjective Short Answer

HAS VARIABLES: False

STUDENT ENTRY MODE: Basic

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

44. What components make up an object's distinguished name (DN)?

ANSWER: A common name, organizational unit, and domain component.
POINTS: 1

DIFFICULTY: Difficult

REFERENCES: Understanding Account Properties

QUESTION TYPE: Subjective Short Answer

HAS VARIABLES: False

STUDENT ENTRY MODE: Basic

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

45. How does piping work on the command line?

ANSWER: The | character is used to redirect the output of one command into the input of another
command.

POINTS: 1

DIFFICULTY: Easy

REFERENCES: Command-Line Tools for Managing Active Directory Objects

QUESTION TYPE: Subjective Short Answer

HAS VARIABLES: False

STUDENT ENTRY MODE: Basic

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

46. If a user is created without a password and the domain's password policy requires a non-blank password,
what is the result?

ANSWER: The user account is created, but automatically disabled.
POINTS: 1

DIFFICULTY: Moderate

REFERENCES: Creating and Modifying User Accounts

QUESTION TYPE: Subjective Short Answer

HAS VARIABLES: False

STUDENT ENTRY MODE: Basic

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

47. How are Active Directory objects added to special identity groups?
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ANSWER: The membership details of special identity groups is controlled dynamically by Windows,
and can't be changed manually by an administrator.

POINTS: 1

DIFFICULTY: Difficult

REFERENCES: Default Groups in a Windows Domain

QUESTION TYPE: Subjective Short Answer

HAS VARIABLES: False

STUDENT ENTRY MODE: Basic

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

48. In a single domain environment, what is the Microsoft recommended best practice for assigning access to
resources?

ANSWER: Accounts are made members of global groups, which are made members of domain local
groups, which are assigned permissions to resources.

POINTS: 1

DIFFICULTY: Difficult

REFERENCES: Group Scope

QUESTION TYPE: Subjective Short Answer

HAS VARIABLES: False

STUDENT ENTRY MODE: Basic

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

49. What different types of objects can be members of a distribution group?

ANSWER: User accounts, contacts, other distribution groups, security groups, and computers can be
members of distribution groups.

POINTS: 1

DIFFICULTY: Moderate

REFERENCES: Group Types

QUESTION TYPE: Subjective Short Answer

HAS VARIABLES: False

STUDENT ENTRY MODE: Basic

DATE CREATED: 9/6/2017 2:18 PM

DATE MODIFIED: 9/6/2017 2:18 PM

50. What are the two different ways that responsibility for an OU can be delegated to a non-administrator user?

ANSWER: Either permissions on an OU can be changed to give the user control, or the Delegation of
Control Wizard can be used.

POINTS: 1

DIFFICULTY: Moderate

REFERENCES: OU Delegation of Control

QUESTION TYPE: Subjective Short Answer
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